SOCIAL MEDIA
REPUTATION
MANAGEMENT




If you are using social media sites such as
Facebook or Twitter, there are some simple
steps you can take to manage your reputation
and protect your identity. Even if you are not
using these sites, it is important to manage
your digital footprint and identify any false or
misleading information about you online.

In this booklet you will find our top 10 tips

for protecting your reputation online. We

also provide practical guides for setting up
Facebook, Twitter, Instagram and mobile
devices to help you ensure your information is
safe online.
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Top 10 tips for protecting your
reputation online

Tip 1: Make sure your profile is set to private

To manage your privacy on social media such as Facebook, Twitter or Instagram,
you have the option of making your profile either private or publicly accessible.
You can check this through the Settings option on your profile and/or accounts.

Tip 2: Only accept friend requests from
people you know and trust and learn to block
offensive users

People aren’t always who they say they are. Before you accept a friend request
from someone, ensure that you know who they are offline and that you trust
them to protect the personal information you share on your profile. Just because
you share a mutual friend, doesn’t mean you actually know the person.

If people harass or threaten you online, you can block them from commmunicating
with you.

Tip 3: Regularly search for yourself online

Regularly search for your name, email addresses and any usernames you
operate in online search engines such as Google, Bing or Yahoo. You can also
look up your name using www.pipl.com which brings back many social media
results. Also try searching your name using the search functions on Facebook
and Twitter.

These searches will allow you to identify fake profiles and/or accounts, as well as
gain a better understanding of what your digital footprint looks like.

Tip 4: Report fake profiles

Fake accounts or accounts impersonating others on Facebook, Twitter and
Instagram can be reported. Forms can be found on these social media sites
which you can complete to report these incidences.



www.pipl.com

Tip 5: Do not join offensive online groups or
‘like’ offensive online content

Depending on your privacy settings, the groups which you belong to on
Facebook can be publicly available information. Your name is then linked with
the objectionable content shared on those Facebook groups, which you have
no control over.

Tip 6: Do not post inappropriate
content online

Think before you post any content online as it is impossible to permanently
delete digital content once it has been shared.

Tip 7: Delete unused accounts

If you are no longer using your online accounts, it is best to deactivate or
delete them.

Before you delete your accounts:

= Type your full name into a search engine such as Google or
www.pipl.com to find out which social media accounts you have. Also
try searching your email addresses in these search engines. You may
have an old Myspace or Bebo profile which you've forgotten about, but
this could still contain personal information or photos of you.

Make sure you know your log-in details for each account. If you've
forgotten which email address you used to start up the account, have a
search in your email accounts for Facebook, Bebo, Myspace and Twitter
to see which email account is linked to each profile.

If you have forgotten the password to access your social media
accounts, follow the directions in the ‘Help’ or ‘Safety” section of the
social media website to find out how to recover a forgotten password.

Have a look at the photos on your profile in which you're tagged. Photos
uploaded by friends will still be available after you've deleted your
account. Contact your friends and ask them to remove these photos
and, if they do not take them down, you can report the photo to the site
on which it appears.

Facebook and Twitter give you the option of downloading a copy of all the
information you have on your profile including photos, comments and your
wall posts. Before deleting your account, it's a good idea to keep a copy of your
information for your own records, but also to make sure you don't lose any of
your photos.
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Tip 8: Turn off your Bluetooth when not in use
and change the name of your device

Bluetooth creates a wireless network between paired devices within a limited
range. There are ways in which vulnerabilities in Bluetooth can be exploited,
providing access to your address book, calendar, messages, photos and other
content on your mobile phone.

To reduce your exposure to this risk, ensure that Bluetooth is disabled or hidden
when not in use and that the name of the device is changed to something which
doesn't identify you, or the model of the phone.

Tip 9: Disable geotagging on your
mobile device

Geotagging is the process whereby location data is added to an image or
other content.

When this geotagged material is shared online, it is possible for others to read
the metadata and identify the location where that image was taken.

Steps for disabling geotagging or location services for the camera on your
smartphone can be found on page 18 of this booklet.

Tip 10: Do not take, accept or forward nude
images of someone under the age of 18

Do not generate, accept or forward on any naked images on your phone or
online of someone who is under the age of 18 as they may be considered child
pornography. By having these images on your phone or computer you could

be deemed as having possession of child pornography. Forwarding them onto
others could also be considered to be distribution of child pornography. These
are serious criminal offences which can carry gaol terms of up to 15 years. You
should report these images to your local police.

A conviction of child pornography-related offences can have serious long
term consequences including being placed on a sex offenders’ register
and imprisonment.

Taking and distributing explicit images of people over the age of 18 may also
constitute criminal offences. It is important to treat these images as you would
their body and have their consent for any action you take.




Managing your
Facebook account

Make sure your profile is set to private

To manage your privacy on Facebook, access the privacy settings by
clicking on the cog wheel on the upper right-hand side of the page and
select ‘Privacy Settings'.
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Under the ‘'Who can see my stuff?’ section, you can manage who is able to
access your timeline.

Next to ‘Who can see your future posts?’, click on ‘Edit’ to ensure that
‘Friends’ is selected.

I EI Search for people, places and things Q _

o T - -
0% General Privacy Settings and Tools
0 secunty
‘Who can see my stuff? Whao can see your future posts? Friends Exfit
[ privacy
1] Timeline and Tagging Review all your posts and things you're tagged in Use Activity Log
© Blocking
Limit the audience for posts you've shared with friends Limit Past Posts
of friends or Public?
@ netifications
g Mohile Whao can contact me? Whao can send you friend requests? Friends of Friends Edit
B Followers
Whese messages do I want filtered into mry Inbox? Basic Filtering Exlit
EJ ’ Whe can look me up? whe can look you up using the email address you Friends Edit
m Ads provided?
2 Payments
"b Six (Gaishbioand :J-‘.I:::J:u\’lmk you up using the phane number you Friends Eciit
Do you wait other search engss 1o link W your off Edit

timiline?




Some of your earlier posts may have been shared more broadly so it is important to ensure
these are now only accessible by Friends. Click on ‘Limit Past Posts’ next to ‘Limit the
audience for posts you‘ve shared with friends of friends or Public?’.

Home Find Friends

o General Privacy Settings and Tools
) Security
Who can see my stuff? Who can see your future posts? Friends Edit

[ Privacy
|7] Timeline and Tagging Review all your posts and things you're tagged in Use Aclivity Log
@ Blocking

Limit audience for you've shared with Limit Past Posts

frisnds o or
@ Notifications
[5' Mobile Who can contact me? Who can send you friend requests? Friends of Friends Edit
B Followers

Whose messages do | want filtered into my Inbaox? Basic Filtering Edit
© Aons —
I Ads n oo
= Payments . _ )

2 Limit The Audience for Old Posts on Your Timeline
% Support Dashboard
& Videos /s, ITyou use this tool, content on your timeline you've shared with friends of
friends or Public will change to Friends. Remember: people who are tagged
and their friends may see those posts as well

You also have the option to individually change the audience of your posts
Just go to the post you want to change and choose a different audience

Learn about changing old posts

Limit Old Posts

Click on ‘Limit Old Posts’ after which a dialog box will appear. Select ‘Confirm’ to limit
past posts to Friends.

Are You Sure You Want to Proceed?

You are about to limit old posts on your timeline without reviewing them. Note: This global change
can't be undone in one click. If you change your mind later, you'll need to change the audience for

each of these posts one at a time.




You can manage who can locate your timeline on Facebook under the ‘Who can
look me up?’ section.

Next to ‘'Who can look you up using the email address you’ve provided?’, click
on ‘Edit’ and select either ‘Friends’ or ‘Friends of Friends'".

n Search for people, places and things 4 Chloe llome z  Find Friends

o Ganeral Privacy Settings and Tools
i Security
Whe can sec my stuff? Whan can see your fulure posts? Friends Fdit

|4 Privacy
1) Thmeetine and Tagyging Raview all your posts and thinge you're taggad in Uto Activity Log
& Blocking
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Who can look me up? Who can look you up using the email address you provided?
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Who can look you up using the phone number you Friends
provided?

Do you want other search engines to link to your
timeline?

Click on ‘Edit’ next to ‘'Who can look you up using the phone number you
provided?’ and select either ‘Friends’ or ‘Friends of Friends'".

The ‘Do you want other search engines to link to your timeline?’ option
should be set to ‘Off" and can only be switched to ‘On’ by sharing your timeline
with Everyone.




you know and trust and learn to block

' + Only accept friend requests from people
offensive users

On Facebook, you can block users by accessing the Privacy Settings page via the
lock symbol on the upper right-hand side of the page and selecting ‘See More
Settings’.

Select ‘Blocking’ in the left-hand navigation page to list people and/or apps you .
wish to block. '

Search for peaple, places and things ‘4 Chloc Home 2  Find Friecnds

«% Genaral Manage Blocking
G Securily
Resbicled Lisl yoour dded frigmds lo your Reslriched I ey can only see e infoomation and Fuil List
B Privacy pests that you make public. Facebook does not notify your friends when you add
D Timeline and Tagging Uhemn lo your Reslicled sl

Unce you block semeena, that person can no longer £ee things you post on your
timeline, tag you, Invite you to events or groups, star a conversation with you, or
add you as a fnend. Note: Does not include apps, pames or groups you both

participate in

Followers

Block users | Acd name or emall m
&) Apps = Matthew Dawgon Unblock
[ Ads
= Payments Block app invites Once you block app invites from so ly ignore future app
%4 Support Dashboard requests from that friend. To bio riend, click the “ignore Al
EE Videss Invi Fronm This Friesd™ lirnk undes yo Ales] rerpaes]

DBlock invites from | Type the name of a friend

Rinck gvent invires

ce you block event invites from someone, you'll automatically ignore future event
repuersts fiown Hhal Briend

Block invites from | Type the name of a friend.

Rinck apps Once you biock an app, It can no Ionger contact you of get non-pubdic information
about you through Facebook. Leam more.

Block apps | Type the namis [0 L] Find Friends

Privacy Shortcuts

Alternatively, you can block people through the =
Privacy Shortcuts menu by clicking on the padlock | Vo can see my stufr? i
icon on the upper right-hand side of the page.

E Who can contact me?

Select ‘'How do | stop someone from
bothering me?’ and type the person’s name or |
email address in the space provided. N Dotnenng me?

‘You can block someone to unfriend them and
prevent them from starting conversations with
you or secing things you post on your
umetine. i?

Add name or email

View All Blocked Users

See More Settings




The third option for blocking someone on
Facebook is to access their timeline and select

the cog wheel under the person’s cover photo, _— s :
next to the ‘Message’ option. Select the i

‘Report/Block... option in the menu which e s kendeing
appears. Poke

A dialog box will appear which provides options Add to Interest Lists...
for dealing with the offensive user. This box will
have different options depending on whether i
this person is already your friend.

Select the ‘Block’ option and, if you wish, you
can report the user to Facebook by selecting the ‘Submit a Report’ option and clicking
‘Confirm’. You will then be prompted to provide further details of your report.

Blocking options if currently friended Blocking someone who is not a friend
Report and/or Block This Person Report and/or Block This Person

r Unfollow (1 Block
You will no longer see updates from | iam in your Blocking means you won't be able fo see or contact
News Feed each other on Facebook

7 Unfriend ) Submit a Report
Liam will not be able to post on your timeline Let ue know about abuse on Facebook

" Block p

Dlocking means you won't be able to see or contact
each other on Facebook
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) Submit a Report
Let us know about abuse on Facebook
Dy Liam

Is this your intellectual property? Cancel

Is this your intellectual property? | L'ance[f

2% Report fake profiles

To report a fake profile on Facebook, access the

fake profile’s timeline and select the cog wheel

under the person’s cover photo, next to the
‘Message’ option. In the menu which appears, select the

‘Report/Block...” option.

7 Block
Rlncking means ynu wan't ha ahle tn see or contact
each other on Facebook

Select the ‘Submit a Report’ option, check
the box next to ‘Report ..."s account’ and

select ‘Confirm’.

@ Submit a Report
Let us know about abuse on Facebook

{7) Report content shared by
: Report account

) This is my old profiiz

Is this your intellectual properiy? WOl | Cancel




In the corresponding dialog box, select
“This timeline is pretending to be me
or someone | know’ and select the
option which corresponds with whom you
are reporting on behalf of before clicking
‘Continue’. Follow the prompts to finalise
your report.

If you don’t have a Facebook account, you
can still report a fake profile by completing
the form at www.facebook.com/help/
contact/?id=169486816475808

Repaort and/or Block This Person

0 Thiis limeline is using a fake naime

) This parson is annnying

@ This timeline is pretending to be me or someone |
know

Pretending to be me
=) Pretending to be someona | know

) Prelending lu be a celetnily
7 This timalina iz full of inappropriate contant
7 This is a fake account
) This profile represents a business or organization
Continue

Get help with other issues [ Cancel

Delete unused accounts

To download a copy of your Facebook content, access Account Settings by
clicking on the cog wheel on the top right-hand side of your timeline. Click on
‘Download a copy’ under the list of General Account Settings.

4 Cnioe Home [ind I nends

o® General General Account Settings
3 Securily

Namec Chioe Worthington Lan
|5 Privacy
| Timelne and Tagging Username Ritpy e tacehonk comichioe worthington_ 315 | it
e Blucking

Email Primary” chloe_w@live.com Fdit
@ MNotmcations

Paxswond Updated aboul 2 monlhs ago. Edil
& mobie
EJ Foliowers Networks Mo nelworks Eulil
0 Apps Language English {(US) Edit
[ Ads

Uowniload a copy

Payments

&2 Paym Download a copy of your Facebook data.

A new page will appear with information on how to download your information and some
advice on protecting your security. Please follow the prompts and ensure that you have
enough storage on your device to accommodate the potentially large volumes of data

stored by Facebook about you.

Download Your Information

What's included?
u Fosis. photos and videos you've shared
= Your messages and chal conversations
w Il from the Aboul section of your profil
= And more

Get a copy of what you've shared on Facebook.



http://www.facebook.com/help/contact/%3Fid%3D169486816475808
http://www.facebook.com/help/contact/%3Fid%3D169486816475808

To deactivate your Facebook account, access your Security Settings by
clicking on the lock symbol on the right-hand side of your timeline. You can
recover your account if you later change your mind.

n for people, places and things

o° General Security Settings
1} Security
| Security

[B Privacy
T Timeling and Tagging Login Approvals
@ Biocking

. . Code Generator
i@ Notifications
[® mobiie App Paxswortds
E Followers
& nops Trusted Contacts
L3 Ads
™2 Payments Truated Browscra
€3 Rupport Dashhoard
{5 videos Where You're Logged in

Deactivate your acoount 3
Deactivate your account.

4 Chlve Home  Find Friends

Gal notified when it looks like someona ks ks WyINg 10 aCCass Your account

a8 your phone as an extra layer of security to keep other people fram lngging info
your account

Use your | acebook app to giet secunty codes when you need them.

Use special passwords o log inlo your apps imstead of using your Favebook
password or Login Approvals codes.

Pick friends you can call to help you get hack into your account if you get locked
wul

Review which browsers you saved as ones you often use

Review and manage where you're cumently logged into Facebook.

Fit

Cdit

Edit

Click on ‘Deactivate your account” under the list of Security Settings.
Follow the prompts to complete the deactivation of your account.

If you wish to delete your Facebook account entirely, without the option of
recovering your information, you can complete the form available at
www.facebook.com/help/delete account and follow the prompts.

Delete My Account

If you do not think you will use Facebook again and would like your account deleted, we can take
care of this for you. Keep in mind that you will not be able to reactivate your account or retrieve
any of the content or information you have added.

If you would still like your account deleted, click "Delete My Account”.

Learn more about account deletion

T ——

‘ Delete My Account D

S
>
2
>
2
=
(7}
<
o
(=
)
m
>
(2]
m
)
o
o
A
>
(2]
(2]
o
(=
4
e



www.facebook.com/help/delete_account

Managing your
Twitter account

Make sure your profile is set to private

Most people use Twitter to improve their public profile and will often make their
account publicly available. If you wish to use Twitter for more personal interactions,
you may choose to make your account private. This can be done by clicking on the
cog wheel on the upper right-hand side of the page and selecting ‘Settings’.

& novtcatons  J Oscover 8 Me |

Tweets
E = Sunrise

= . Lots of interastin (25am_armytage's purple dress b
C_hloe auty o com/sunrisaividenl  pic hwitter comXk

= Wiew pholo

n The Today Show
WAT h whao ha hi whi i 1 x
- ATCH. The lwenager who has !he highes! whistla i Keyboard shortcuts

hear it. on-msn.com/1gPUSVa #Today?

P Chi
Whes te Follows ceseme snewan E_ s

Next to “Tweet privacy’, check the box next to ‘Protect my
Tweets'.

Tweet privacy  [] Protect my Tweets

s. Learn more

= Only accept friend requests from people
you know and trust and learn to block
offensive users

If you are using Twitter, you may be comfortable allowing people you don't actually know to
be followers. If you do not know and trust a person, it is important that you exercise some
caution when clicking on links contained in one of their Tweets. To fit into the character
limit of tweets, URLs are shortened using services like http://bit.ly/ which redirect you

to an existing website. Unfortunately, this means that you cannot be sure of where the


http://bit.ly/

link will take you and you may end

up at a phishing site or falling victim

to a drive-by download of malware

and viruses.
ThinkUKnow Australia

Please use caution when clicking on @ThinkUKnow_Aus

|inkS in TWeetS, eSpeCially |f yoU dO not Advocating the safe and responsible use of technalooy
know the person.

Ausiralia - thinkuknow org au

You can use URL expanders such as
http://real-url.org or others listed on
the Twitter Help Centre to see what the
actual URL is, and decide whether you
are comfortable viewing the site.

On Twitter, you can block users by
accessing their profile and selecting
the Interaction menu, which looks
like a person’s silhouette, next to the
‘Follow’ status. Select the ‘Block’
option and follow the prompts.

Report @ThinkUKnow_Aus for spam

Tumn off Retweets

Tum on mobile notifications
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Embed this Profile

=

' Report fake profiles

Fake accounts or accounts impersonating others can be reported to Twitter via
the form available at https://support.twitter.com/forms/impersonation and
selecting ‘l am being impersonated’.

Twatter e Motfications Descover Mokbale & Apps Troubleshooting

Report an account for impersonation.

Fill out the form below to request help.

How can we help? My account was suspended
can't sign into my account
My account has been hacked or compromised
Someone is using my email address withoul my permission

am being impersonated



http://real-url.org
https://support.twitter.com/forms/impersonation

14

m

W Help Center Q

Welcome to Twitter Me Motifications Dizcover Mobile & Apps Troubleshooting

Report an account for impersonation.

Fill out the form below to request help.

How can we help? @ A user is pretending to be me or someone | know.
@ | am the person being impersonated.
@ | am an authorized representative of the person being impersonated.
it | am a friend or fan of the person being impersonated.
7 A user is pretending to be or represent my company, brand, or organization.

Your Information

We may provide thind parties, such as the affected user, with a copy of this complaint.

“our first and last name
‘Wour Email address
Legal alias

Common nickname

“our Twitter usemame i@ | ChloeWorth14
{optional)
Twitter account not required te submit a ticket
Have you previcusly filed reports regarding impersonation from this email address and faxed a copy of your government-
issued photo 1D to Twatter as part of that process?

& Yes
7 No
Wrapping up

Anything else? (optional)

Security reminder: Do not include private information (address, home phong) in this request. Never
include your passwond

Select the ‘A user is pretending to be me or someone | know’ option and then select
the option which corresponds with whom you are reporting on behalf of. Complete

the form with the information requested. You do not need a Twitter account to report a
fake profile.



Delete unused accounts

To download your Twitter account, access your Settings by clicking on the cog
wheel on the top right-hand side of your account, select ‘Request your archive’
and follow the prompts.

Request your archive

Your Twitter archive

To deactivate your Twitter account, access your Settings by clicking on the cog wheel
on the top right-hand side of your account. From the bottom of the Settings menu select

‘Deactivate my account’. On the next page that appears, select the ‘Deactivate’ button.

s this goodbye?

Before you deactivate @Chloe know this:
* W will only retain your usaer data for 30 days and then itwill be parmanently deleted You can reactivate your account at any paint within 30 aays of
deactvanon by I cKin,

* Youdanineed wate your aceount 1o change your usemama ar Twitter LIRL ¥ou ean change it an the semings page All @replies and fallowsrs wil

remain unchanged.

If yau want ta us aceaun
permanently de

ma ar amall addrass an anator Twitier aeco
be svalianle for use

o it ppdnrn you deactate Lintl the uzer data s

+ Your wittar within o few minates but come content may be viewabla aon Bwittor com for a few days after deactvation

= Wi have no conlrol aver conle h engines like Google
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Managing your
Linkedln account

Make sure your profile is set to private

Many people use LinkedIn to connect with professionals around the world. If
you want to use LinkedIn to improve your public profile and interact with other
professionals, you can make your account private.

This can be done via your profile picture icon located in the top right hand corner. .
Select 'Privacy & Settings’ to view your privacy settings. )
Q  Amvances &
Metwork Jobs Account & Settings b
Virtual Office from $35pw - Impress clients with a credible address, receplionist and Chioe Sign Out
Account: Basic Upgrade
When did you start your current position?
Job Posting Manage
| started working as Fitness Instructor at Filness First in:
Language Change
r Privacy & Seffings Review

E m Help Center Get Help

Accessing your ‘Privacy & Settings’ allows you to protect your profile and sensitive
information by;

®  Limiting who can view your activity feed and connections,
" |imit certain people from communicating with you, and

®  Protect your account information.

4= Limiting who can view your activity feed and
connections

On LinkedIn you can limit who can view your activity feed and connections
through your ‘Privacy & Settings’. Click on ‘Profile” in the left-hand navigation page,
under ‘Privacy controls’ click ‘Select who can see your activity feed’.

sy Profile Privacy Controls Setfings
Tum on/off your activity broadcasts Manage your Twitter settings
- icati
* Communications Select who can ses your achvity fead Helpful Links
i Select what others see when you've viewed Edit your name, location & industry »
) Groups, Companies & their profle
= Applications Edit your profil =

Select who can see your connections
Edit your public profile =
 a Changs youwr profile photo & visibillity »
/ Account 5 Manage your recommendations »
Show'hide "Viewers of this profile also
viewed" box



Limiting certain people from communicating
with you

To limit people from communicating with you, access your ‘Privacy & settings’. In
the left-hand side navigation page select ‘Communications’ then click, Member
communications’.

& Profile Emizils and Motifications Linkedin Communications
= 1 Setthe frequency of emails Tum onioff imitations to parficipate in
P i research
E Communications { Set push notification setiings

Tum on/off parmer Inbdail

@ Groups, Companies &
Applications

@ Account

Protecting your account information

To protect your information on your account, access your ‘Privacy & settings’,
select ‘Account’ in the left-hand navigation page under ‘Privacy Control’ to view
your settings.

s Profile Privacy Controls Email & Password

- Manage Advertising Prefarences Add & change email addresses
- icati
[ Communications Change

. . Helpful Links
.h@ Groups, Companies &

Applications Upgrade your account »
Close your account »

@ Account

Delete your account

To delete your account, access ‘Privacy & settings’ click on ‘Account’, select
‘Close your account’ and follow instructions.

s Profile Privacy Controls Email & Password
- Manage Adwvertising Preferences Add & change email addresses
- icati
™ Communications Settings Change
. S Change youwr profile photo & visibility » Helpful Links
"-'Eé’ Groups, Companies &
Applications Show'hide profile photos of other members Upgrade your account »
| Custamas e gt yousec ooy YR BSSOOS]
@ Account | home page

Select your language
I Manage s=curity setings
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Managing your
Instagram account

Make sure your profile is set to private

Many people use Instagram to improve their public profile and will often make
their account publicly available. If you want to use Instagram for more personal

interactions, you can make your account private.

This can be done via the Instagram app on your mobile device. First select the ‘Profile”
option on the lower right-hand side of the screen.

seeee Oplus 3G 9:38 am - weeec Oplus 3G 12:55 pm weeen Optus 3G 9:40 am -

-
G GIEL X Cancel  EDIT PROFILE Done

“— PHOTO

Change Password

PRIVATE INFORMATION

In the “Edit Your Profile” section scroll to the bottom of the screen and ensure
‘Photos Are Private’ is in the ‘On’ position and select ‘Save’.
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5= Only accept friend
requests from people you
know and trust and learn
to block offensive users

You can block users via the Instagram app on your
mobile device. Open the profile page of the offensive
user and select the ‘Further Options’ icon on the upper
right-hand side of the screen. Select the ‘Block User’
option and when prompted by the dialog box, select

‘Yes, I'm sure’.
Report Inappropriate

Copy Profile URL

Cancel

22y Report fake profiles

You can report fake or impersonation accounts to Instagram via their form at
http://help.instagram.com/customer/portal/emails/new

You will need to attach two clear
photographs from two different
angles of a valid government issued
ID. Attach these images directly e Fonsrton Soppraantion Assson sn v

in your reply to their initial email et ' P a3 R
response and feel free to black out
personal information.
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http://help.instagram.com/customer/portal/emails/new
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Managing your

Snapchat account

Does an image really delete on Snapchat?

There are many ways an image can be saved, even on Snapchat. iOS and Android

devices have a feature which allow the device to take a photo of what is on the screen
(‘'screencapture’). Snapchat notifies the sender if an image they have sent has been
captured; however you are not always notified. There are also many other ways images

can be saved without the sender being notified so it is important to think before you post.
What does this image say about you? Will you regret posting itin 5, 10, 15 years’ time? As
soon as you post an image or video you have lost control. You don't know who will see that
image or where it will end up.

eseeo Optus 3G

Managing your privacy settings

Snapchat has very limited privacy settings. One privacy setting that is available is
the ability to restrict who can send you snaps. This can be enabled by going into
the ‘Settings’ menu, select “‘Who can ...", ‘Send Me Snaps’, then select ‘My
Friends’. This will ensure that only users on your contact list can send you images.

8:34 am

snapchat

(%]

wseer Optus ¥

| Settings

12:27 pm

My Account

Username 332
Mobile #
Email @hotmail.com.au
Notification Sounds Oft
Additional Services

Manage

Who Can...

View My Stories My

e e ——
My Friends D

sewec Optus = 12:27 pm -

4  Send Me Snaps

Who is allowed to send me Snaps?

Everyone

\

S — e ——




Delete your account

To delete your Snapchat account go to www.snapchat.com/a/delete
account, enter your account username and password and press ‘Delete My
Account’.

sessc Oplus 3G 1:27 pm -

a support.snapchatcom &

Support
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Protecting your
mobile devices

iPhone

Disable geotagging for applications and
cameras on your mobile device

iOS 3: Settings > General > Location Services. This will turn off location services for
ALL apps.

The only way to change settings for individual apps is to reset the location warnings

on your phone. You can access this through Settings > General > Reset > Reset
Location Warnings > Reset Warnings. \When you open up an app after the reset, you
will be asked if that app can use your current location and then select ‘Don’t Allow’.

iOS 4 and 5: Settings > Location Services. Ensure that the ‘Off’ option is selected
next to ‘Camera’ and any other app you do not wish to know your current location.

iOS 6: Settings > Privacy > Location Services. Ensure that the ‘Off’ option
is selected next to ‘Camera’ and any other app you do not wish to know your
current location.

iOS 7: Settings > Privacy > Location Services. Ensure that the ‘Off" option is
selected next to ‘Camera’ and any app you do not wish to know your current location.

About

Usage

Network

Bluetooth

Auto-Lock

Restrictions

Passcode Lock

2h 13m >

>

off >

1 Minute >

off >

Oon >

General

‘Location Services

Location Services

Allow the apps below to determine your
approximate location.

w Apple Store

E,' Maps

An app that has requested your lncation
within the last 24 hours will show the
logalion services ivon next lo ils name.

_on I

Location Services

(o @)
Location Services uses GPS along with
crowd-sourced Wi-Fi hotspot and cell

tower locations to determine your
approximate location.

a Camera
CECIET o @

(@) Find My iPhone

| Settings

Location Services

off »

- A purple location services icon will
appear next to an item that is
currently using your location.

-1 A gray location services icon will
appear next to an item that has used
your location within the last 24 hours.
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Location Services

" Privacy

Location Services uses GPS along with
crowd-sourced Wi-Fi hotspot and cell
tower locations to determine your
approximate location.

Location Services m

| © camera 7 m
1% Maps 4 o @)
W on ex

-7 A purple location services icon will

a Weather =4 a}

§| Find My iPhone On »

esnee Telstra T 218 pm 5 49% W

£ Privacy Location Services

Location Services Gi/

2l tower
our approximate
1. About Location Services &

Privacy. ..

ah Allhomes
B Camera
& Chrome

0 CommBank

i0S6

i0S7

Samsung Galaxy S Series

Open the ‘Camera’ app > Settings > GPS Tag > Off

Ssttings

Auto contrast

| Guidelines

| Anti-Shake

GPS tag

| Image quality
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To turn off Geo-tagging on Android phones

.3.\_f|(|32|_,4;<"|£;40_| Il Open your default camera app. Open the
Settings menu, and click the Geo-tag box to
\d disable the Geo-tagging function.

Review duration
3 seconds

Widescreen

Resolution - 16:9 (Widescreen)
Geo-tag photos

off

On

Auto focus

On

=
[
Auto enhance u
=
=

Face detection

Scengs

Select Settings > Location and disable the
GPS satellites box.

unavailable

Location service

Integrate Lnoc;gle Navigation
th HTC Lacations

Reinstall
Reinstall appli




Notes
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